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» Problems of off—chaingNN inference

Blockchain Interface Contract Lenet-5_inference{

! int w_lenet[658008];
~® function GetWeights(){ ‘
—— return w[6500@];

}

function SetWeights{int
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@ Runnlng Deep Learning on EVM

kladkogex 7 Jan'18

M @ d learning

This is not to train a neural network, but to use a pre-trained nelital net
Computation-wise using a pre-trained neural network is actually no
doing, say, RSA.

At my company we are starting an experimental project to extend
capabilities.

rk inside a smart contract.
much more expensive than

| understand that this may be a bit too heavy fo
run the EVM on a separate permissioned

ereum blockchain, so in our case we will

r'w ike consensus.

*i @acmz

uted Uber

€ Trusted analysis

The current plan is that:

1. A pre-trained network is saved on the blockchain. We can use some of existing
neural network serialization standards such as the ones used in Keras framework 36

pays to drivers based on their behavior. The smart contrac@ineeds t0"differentiate bad drivers from good
drivers by running a neural network on driver historical beha Good drivers are get paid and bad
drivers do not get paid.
What you do, you feed driver’s trajectory into a neural network, and then the driver gets either paid in-
full or penalized based on her behavior ...

2. The EVM will need to pullthe neural network from the blockchain.

framework

Another example is when a smart cont
an apple is a good apple or a bad
neural network 100 data points of C
or bad.

t buys apples from a supplier and it needs to find out whether
ed on chemical analysis data. Essentially you feed into the
nalysis and the network tells you whether the apple is good

data array

As a mp i data could be an English-language string, and output wi a German translation
of this string.
One p hat we will need to solve in the process is introducing deterministic floating point numbers

such as IEEE 754-2008 into the EVM in some way.

ere are other people interested to run Al on EV
tablish a standard that everyone uses ...

d be willing to cooperate on this to

-

\)vrlal .

Nankai University
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nytime a smart contract runs on data, there is no need to
and if a smart contract runs on Big Data, then, arguably, you need a
fo from the data, as the data itself is too complex.

M is a perfect place to run neural networks, on the other hand making it some kind of
an simple extension to EVM/Solifity would draw many developers. Another possibility is to run a totally
rent thing and then feed the results into Ethereum somehow ...
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» Convolutional Neural

Changed

a Feature map  Feature map Feature map
6@28x28 6@14 =14 16@10x10

%ﬂ%ﬁﬁl‘l‘%ﬁﬁﬂ%zﬁﬁﬂ
— & Alan, Convi1#0
¢ NEFXRDMNHES g , BE@EHEMIL

o B, 2@

]
6" output :
channel |

6188

\,"Tla l SL-Z I{lﬁlu\—n



KA MESRELERREATRE | BFALERHERARE

------------------------------------------------------------------------- | Phi—: BRI SERIEEIES Bk,

ﬁ | O e SRR e R J Program i} i Storage
] . 1 4 -ounter : i (>0.6s to read) \ ==
[ oo, | o | T EF RN RN BERRL KR
i .| _exee 1 : < Z ™ L = o y
1 function GetWeights(){ P of X
1 1 i H
&= ; =Ethss FL ) R2EA
L e | e\ S BCNNREBNG L7 5 %48
1 1 . Instruction P =T ™ 13- _' }J >3 Q
\-: } X34 validation
: I top . EVM Stack
i function SetWeights(int Instruction
1 L YO (N N dispatch
1| loc, int v _
Px60@
: x Instruction " B 800 4 .0 Jump _
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""""""" 57 p— lestlayer T 700 oo R L MLOAD
4 i il ju i
Operand \ f1t§ (~7x larger e 5 £ 500 .
convol peran mrof 1s¢ ¢ _chai 1% B o
/ e o than off-chain) i g £ 400
s 7/
for px35 | || | | . T 3 / E 300 4
" E
yalues lue database (in hard disk) A = 200 1
s
r'd
functi®h pooll(..){ .. } dxse e Key Value —_— /,"/ 100 ~
------ 0 Wy s ol ' 1 7
- o LR LN T AT AN B D ed &
_________________ Ne t i oo 0% ot Goo“ oo Ooo“ oo° (_',0“\1 eor Y
...... loop 61,076 We 1076 --~"Load (a) Instruction number in each layer (b) Latency of each layer

Compiled BY od

bytecode ‘ rprete .

(% "-g] P %‘;7 %% S'Tlaut /M ?&5@ I{’E}EI\?E

Nankai University s

-

Lenet-5 smart contract




KA MESRELERREATRE | BFALERHERARE

» Problems of on-chain
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» Problems of on-chain
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» SmartVM Overview

CNN topology (in Solidity)
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> SmartVM Overview N Q ‘
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» CNN-oriented Instructions

| Type | Name Opcode | Description | Stack required (Key
Computation CONV_SING  o0x21 Implement singl 1 convolution 8 (Kernel, Output cha
(Convolution) CONV_MUL 0x22 Impleme el convolution 8 (Kernel, Output channel%tride)
CONV_3D 0x23 Impleme olution 8 (Kernel, Output channel, Stride)
CONV_TPD 0x24 Implemen sed convolution 8 (Kernel, Output channel, Stride)
(Pooling) POOL_MAX 0x25 Implement max pooling ut channel)
POOL_AVG 0x26 It average pooling t channel)
POOL _OL 0x27 | @ t overlapping pooling channel)
(Full connected) | FULL_CON 0x28 plenfent full connected layer I, Output channel)
MAT_MUL 0x lement matmul two matrix)
(Active) ACT_SMO 0x2a mplement softmax function
ACT_SM1 0x2b fyImplement Sigmoid function
ACT_RL 0x2c | Implement ReLU function
ACT_TANH 0x2d Implement Tanh function 1 (Value)
(Buffer) BUF_SCL. 0x2e Increase Buffer’s data with specific 1 (Specific times)
BUF_SCIL1 0x2f Reduce Buffer’s data with specific times | 1 (Specific times)
0x30 Add Buffer’s data and bia 1 (Base address of bias)
Data transfer M 0x31 Transter data from M offer 2 (Data oftset)
Oxa2 Transfer data from Buf O'Metmory 2 (Data offset)
0x33 Transfer data fro tack 2 (Data offset, Size)
0x34 Transfer data from er to Storage 2 (Data offset, Size) O
(Buffer se 0x35 Clean Buffer’s data 1 (Clean numbe
0x36 Fill Buffer’s data with specific data 1 (Specific filled'data)
BUF_INIT 0x37 Initial Buffer with specific size 1 (Specific size
BUF_ALLO 0x38 Allocatdspecific size to Buffer 1 (Specific size)
BUF_FREE 0x39 edific size from Buffer 1 (Specific size)
BUF_COPY 0x3a 1

A r¥
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¢ ZHCREKT
€ (N*Push + 1*CNNI
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/! inference function

unction main(int[24][24][1]
image) public returns (int) {

sembly{

Conv(32, 5, 1, @, 1, 6, @, 2)
ool(l, 2, 3, 4)

Conv(32, 5,1, @, 1, 6, @, 0)
Pool(1, 2, 3, 4)

Conv(32, 5,1, 8, 1, 6, 0, 0)
Fc(1, 2, 3, 4)

Fc(1, 2, 3, 4)

Pl

Convolutional computing in Conv

for 1:=0; i<output size; d

for j:=0; j<output_sd

; O<ksize; q++{

pute output fm

133238

Sm..‘l"tV I\/I

© Compile

Compiled Bytecode

PUSH ©x20 -~ 6020
PUSH @x@5 - 6085
PUSH @xP1 - 6081
PUSH @x00 - 6080
PUSH 0x01 - 6001

PUSH @xe6 6086

© Runtime stack

Runtime Stack in SVM

(input size) ex28
(kernel size) | @x@5
(stride) exel
(padding) oxee
(inchl size) oxel
(kernels) ox0e6
(reserve) exee
(reserve) eaxee
(Conv id) B8x23

onv execution in native code \_/
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uctions (%1%

1

Frontend
programming

Serpent LLL
source code source code

Y
-~

fconst?>, <5, ‘a’>, <2,
0>, <3, ;’>», <1, ‘var’>,

, exponent) -> result {

language 'E‘XFJO = add(i, 1) } { result :=

mtermedlate :"95 : i:=0 } 1t(i, E

-mul(re

Backend
Q compilation

t, base) } }

POOLING

Sm..‘l"tV I\/I

Nankai University

Normal
instructions

CNN-oriented
instructions
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Rolling

Solidity  Serpent ...

Application layer P
(e.g., DAPPs, Tokens, ...) <

Smart contract layer
(e.g., ERC20, ...)

contract execution
environment (e.g., EVM)

Consensus layer \
(e.g., PoW, PoS, ...) \

Smart contract memory

Network layer
\ management

Native code

QO

Existing module in EVM

Bloekehai i New (or optimized) module in SVM

Shh v st T{Fis
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Time for

: Prefetching Inner-instruction
memp fetching n kernel
Pl one kernel
(Tw)

parallel
< > "'.
T.=N*T, ;
Time for 4

computing one <+=""
convolution (T.)

Timeline > Q s
Fig. @he weights prefetching and parallel computatior()O
?ode in Conv instruction.
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> Setup Q E O <
[ Source cofle Q Compiled bytecode ] C)O

‘&nd ] [ Weights fe&ﬁwncy ] [ Co | ency ]

Memory footprinl [ EVM Memory vs. Bu [ SmartVM vs. Nati de

a
LeNet, AlexNet, ResNet18, MobileNe.. and LSTM
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» Code length O <

600

B Ours g 29000 'mm Our 1504 B Ours 2
500 4 M Origin Solidity G Il Origin Solidi Il Origin Solidity g
£ 20000 - 12.5 - =
7] W w 7]
fao- : £
i ;
3 ) £ 3 £
=] 0 .
E 8 = 8
= 200 2 5 *§
3
100 ~ £
=
2
0 .
Lenet Alexnet Resnet Mobilenet Lenet Alexnet Resnet Mobilenet Conv Pool Fc Conv Pool Fc
(a) Source code length (b) Bytecode length (c) Source code length for each layer : (d) Bytecode length for each layer

110 lines
V3.

600 lines

Aar ¥ NN TEms
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» Code length

Nankai University

1 |pragma solidity 70.5.1;

2 | contract lenet {

function convolutionl(uint input_size, 2l s
4 uint stride, uint padding, uintgi t_c er,
uint output_channel_number) i
returns(int[24][24][6] memo

uint output_size = (input
padding) / stride + 1;

6 for(uint i=0; i<output_size; i

7 for(uint j=0; put_size; j++){

Lo}
-
o
x]
PES
(=

channel_number; k++){

O

_channel_number; m++){

p<kernel_size; p++){

int g=0; q<kernel_size; g++){

PR or

output_fm[k][i][j] = output_fm[k]J[i][]j] +
convl_kernel[k][m][p]l[q] * input_fm_convi[m][stride * i +
pl[stride * j + ql;

N

33111}

return output_fm;

NRroRr|lur|[dRr|wRr

Compile

A\ 4

0x608060405234801561001057600080fd5b50612cCce80610020600039600
0f3fe608060405260043610610164576000357c0100000000000000000000

00 9004806310a0991a146101695
©18c57600080fd5b810190808035906
60405180828152602001915050604051

78063112600480360360208110156
02001909291905050506113cb565b

.,

Compiled results
are the same

N,
N,
N,
\
\
\
Ay

~
~~
~s
~.
~.
~

~.
S

SN
~

Compiled results
are different

\
\
\
)
(I

Solidity-based Lenet-5 inference smart
contract (with function abstraction)

1 |pragma solidity 70.5

2 [import ‘nnlib:

3 |contract

tionl() public view
4]1[6] memory output_fm){

::0 V]'](:ll ~

——
-3
Solidity-based Lenet-5 inference s
contract (with CNN-oriented instructio

1 |pragma solidity ~@.5.1;

2 | contract lenet {

function ¢
returns(int[2:

5 assembly{

6 conv(.., ..)
7

}

return output_fm;

}
11
12 |}

Compile
A4

0x6080.....60206005600160066000600023.....

Compiled bytecode of convolutioni(...)
(~30 instructions)
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» Latency O <

100 :
I Off-chain inference S EEl Mon-block fetching O

= [ On-chain inference (Ours) @ 4| O Block-based fetching
E = — % ar
E‘ 10 ii 2
2 k :
3 s} €

0

(a) End-to-end performance
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» Latency

€ CNN-oriented Instructions
& [E{E97.3%1t
& ETREFE
& [E{£98.7%1X
€ Pipeline method

® FE131%
¢ Over §

6%

HRIFE

O

TABLE II

PIPELINE LATENCY.

N

Latency (ms)
No pipeline e

Wﬂlg_hts Computing Total To

fetching
LeNet 2 10 12 9.87
Alexnet 1228 4370.98 5598.98 | 4832.68
ResNetls 328 7037 7365 6R71
MobileNet 67717 28264 04.17 | 300552

QO

THERSE



KA MESRELERREATRE | BFALERHERARE

» Memory/RAM footprint

Layer number
(a) Lenet-5

A r¥

Nankai University

S

104 —— ouws| | p--E-B-l w0 [~ Gum| | FEEED
— il e | | — - ¥ ' -
) -B- EV!\-’I o 8 120 = _EVM___ 3
E_. | e & i —_— i =
§ [ 1A § 1001 § o
“"ﬁ | | | | = =
: : : & NFESBIREE84%,990.8%,
g z :
Q =]
E : E %, B
: : : | 94.3%, ®93
o BB i _ WV eTgay
T T T T T T T T T T T
0 3 6 9 12 15 18 9 12 15 18 21
Layer number Layer number Layer number
(a) Lenet-5 (c) Resnet-18 (d) MobileNet
Fig. 16: RAM footprint comparison between SmartVM Buffer EVMMMemory.
8 80 I
_ i ,...E"':"'_Z_ g:;s -~
=l Ve code | L |
gﬁ‘ ij g—"o_.. . ; e ] . .
c * ol g PR (TSR
£ 5 o s 8
= = 180 f w504 Q A
2 4+ % 150 - ————— L B % @
= H H ! L H H H 1 i
=3 2-120"?' e B T = E"a’n__
Bs 2 %o :
g g 601 —— Ours g 16 4 —%— Ours Lol g 20 17
15 30+ —=- Native code —————+ 81 —H- Nativecode | | 10 4+
0 0-+H T T T T i : T 0T | — 0 i T
01 2 3 4 5 6 7 D123 456 7 8 9 0 2 4

Layer number

(b) Alexnet

Layer number

(c) Resnet-18
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» Conclusion O <
S q
@O

¢ NEESRHHMET # L g j

High-level cantract-0riented

CNN;EE Application layer e Solidity | Serpent ... _
_ (e.g., DAPPs, Tokens, ...) /,// , programming age
o sevmgannrrmge O) ,
Smart contract layer
THRCNNEEZNA (e.g., ERC20, ...)

Y a b Consensus layer

! (e.g., PoW, PoS, ..

**H[‘] . Network layer Smart contract memory
. managemer.

4 CNN co sign for on-

Native code

chain jon

€ Data gompression and

Blockchain Architecture

direct data processing

arallel architecture
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